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Information
Flow Control

Prove absence of undesired flows
of information in programs.

o {JS,App} does not leak
{credit card nr, GPS} to ad provider

Well developed (40+ years) (but hard)

e OS (sel4), voting system (Civitas), web
framework (Swift), email client (JPMail)



Information Flow Control

Noninterference

Property

L L

inputs do not interfere with L outputs.”
Property of behavior sets of traces
Many flavors confidentiality / integrity

Enforced analysis / transformation

Flows
explicit:  low := 5
———
implicit: ~ if ( mod 2 == 1) {
e Jow := 13

Type systems for IFC check & disallow this.
Several typed imperative IFC languages:
Jif, Paragon, Joana, SPARK, JSFlow



Information Flow Control

Functional Programming Languages

Different Approaches

How do you track information flows
in functional programs?

Two mainstream styles:

Flow Caml 8 m

Label I/0 interface
CG (Coarse-)

Label everything
FG (Fine-Grained)

Two extremes.

Expressive Power?

Main result: Both styles equally expressive!

Proof: semantics- and type-preserving translation.
(a la Abadi et al. A Core Calculus of Dependency).

e FG translates to CG.
e CG translates to FG. (0] »)

Today'’s goal

Teach you IFC for FP (rest is extra)
Outline

FG, CG, translations (touch on that)



e Values have information.

e Deconstructing a value
transfers i1ts information to
the result.

(Y

Recall: a function i1s a value. application deconstructs it...



x|Ax.elee]| A- calculus +
(e, e) | fst(e) | snd(e) | tuples +
inl(e) | inr(e) | case(e, x.e, x.e) | sums +

FG newellele:=¢el() effects + unit

T = Al types (labeled)

3]
1

Flow Caml A= unitlT—>eT|TXT|T+T|I‘efT
(DCC « SLam Calculus)
labels on
 —— unitand Tx Tt

are redundant.



FG

Examples

structural label: £ in A? (in 1).

(unit® + unit") (think “bool"”)
reveals information about
structure of sum (inl or inr) (thus H)

A
propagation of labels.

bool" A bool*

reveals information about
either side of A (thus, result type bool™)
A

[ |--(Pc e . T judgement

control label: pe in type judgement.

e, : (unit" + unit")
e, : (ref nat)"

e=case(e, _.(), —e,:=42)

result always (). but,
e reveals whether ¢ is inl orinr, via.
(non-)presence of write one,.

FG tracks this control-flow information, in pe
(raise pe when typing left/right, by label of e, ).
Lower bound on write effects (in e)

(output must be allowed to learn about pe)

A



FG

Examples

effect label: {in (—¢).

e, : (unit" + unit")
e=Ax.case(x, _.(), _.(x.0))

If x. maps unit"to unit", then e will map such x,
to unit” (that's OK). But, now consider

e, : (ref nat)"
et A_. (e :=42)

e e_ conditionally applies e_. Thus,
e, :=42ine_leaks e, (whichis H)to L.

[ |--(Pc e . T judgement

FG tracks this control-flow information, in (—?).
Lower bound on write effects (in function body)

e : (unit- —" unitt)*

FG rejects the above example w/ this type.
A

How to fix: (i.e. why FG rejected this):
e Makee, L,or make e_-stuff
e Remove the assignment

note: that functions of type (t —" 1) can be
constructed, passed around, but never applied,
as that would leak its own identity. N



Loxiny by, e i

Look, a : — FG-var , FG-lam
type system! Lzirhpez:T I’ by A (= T2)t
*moving along*
Thpeer:(mn5m) Thrpe:nn LhmN\{€ LrEpeUlTY,
FG-app
r }_pc €1 €3 . T2
Pl @i T I'k,.e: T Tk, e:(m xm) Pl o 5 /
b pe 22 FG-prod el 71 % 7] L3RG g
| I’pc (61,62) : (T1 X TQ) r }_pc fst(e) AR |
LFa€ i

= — FG-inl
I Fpe inl(e) : (11 + 72)

Fl—pce:(ﬁ—t-'rg)e Is® 7 bpaizer 2 7 Dy:mabpeees: T EFr Sl

FG-
I’ by case(e,z.€1,y.€2) : T * case

I s 8 54 LF pcC pc’ Lo T'ly.€s7 L c

; L=t FG-sub P \lp _—
ah b I' Fpe new e : (ref 7)
T' b e: (ref 7)° LF+<:q! P ANy
p i - 7 = TN FG-deref
I Fpelezq

pe €1 : (ref 7) pc €21 T T N (pe L1¥) i -

I' Fye €1 1= €3 : unit I b 1) unit™



CG

LIO
(Static fragment of HLIO)

xX|Ax.elee] A- calculus +

(e, e) | fst(e) | snd(e) | tuples +
inl(e) | inr(e) | case(e, x.e, x.e) | sums +
newellele:=e|() | effects + unit
Ib(e) | unLb(e) | toLb(e) | labeling +

ret (e) | bind(e, x.e) label monad

unit|tToTlTxT|T+T|reflT|
Labeled €t | 6 € € T types



CG

Examples

Labeled ¢ t like T¢ before

refdt stores Labeled ¢ T (only)

G @1 @2 T suspended effectful computation
input (computations learns info)

unlabel(e) (don’t learn on read, but on unLabel)

output (computation releases info)
Label(e) (or write to ref. that’s not strictly needed, though)

. is pe ; lower bound on output.
@ is taint ; upper bound of all unLb

CG only tracks flows through bind.

[ |- e: T judgement

references: consider the program

ep = New 0
e, = label(4)
e, =X, T X,

e =bind( e, , x,.bind( ret(e, ), x

v €x)

Consider typing

e, G L L (ref L nat)

ey Labeled I nat

Then e does not typecheck; e, writes
(Labeled H nat) to (ref L nat). CG checks this.



CG

Examples

bind: consider instead the program

e, = e, = label(4)
e =bind( e, ,x.bind(unlabel(x),x .e,)

Consider typing

€ :ref I nat
€0 ‘ref L nat

CG rejects e w/ these types;

unlabel raises pe of e, to 11, making e, untypeable.

CG tracks this flow through bind. A

[ |- e: T judgement

How to fix (i.e. why CG rejected it): Either

e Makee, ande, both ! orboth
e Dontunlabel x,
e Use toLabeled(+) around the part using x,

That last option added to deal with label creep.
(label creep: label monotonely increasing through a

bind-chain). Can now do I sub-computation. A



Look,

another one!
*moving along*

(All rules of the simply typed lambda-calculus pertaining to the types b, 7 — 7,7 X 7,7 + 7, and unit are included.)

F}—elz(CElﬁgT F,$:T|‘€22C€3€47'/ /E/l fgfg €2E€3 62264
: ; CG-bind <«—
[+ bind(ey,x.e3) :ClLly T

T're:r - L'ke: 7 EI—T’<:TCG . FFe:r w—
Trret(e):CT Lr — o Tre:r b TF Lb(e) : Labeled £7 ~ = °>°
['+e: Labeled ¢ 7 it I'+e: Labeled ¢ 7 —— Fhe:ref ' 7 e

TFunlabel(e) :CT L7 " Trnewe:ClL(reffr) =  TFle:CT L (Labeled /1) "
F'key:refér 'k ey : Labeled ¢ 7 . Tle:CeLl T
CG-assign CG-toLabeled

C'kep:=ey:CL L unit ' I toLabeled(e) : C ¢ L (Labeled ¢’ 7)

Subtyping judgment: | L+ 7 <: 7’

il B = SN PR Ched LRHCH LHGER . o o
L+ Labeled £ 7 <: Labeled ¢/ 7/ " > " LFChr<Cl &7 sub-mona




Equivalence

FG seems more expressive,
it tracks flows at finer granularity.

But what if you structure code as
many tiny computations in CG?

Theorem: e welltypedin CG
translates to [[e]] well-typed in FG w/
same behavior, and vice versa

Proof: semantics- and type-preserving
translation (a la DCC)

(sketch follows)



Equivalence

CG — FG [|—-e:T~>[TTI|- el : [Tl ?



Equivalence All CG-
computation

CG —> FG r |-- e . T ~> [[r]] |--T[[e]] : [[T]] is suspended



Equivalence

CG—-FG T|-e:t~>[]I-1el: [Tl

Types
First f ivial (CG unlabeled) [[b]] i
Irst Tour trivia unlabele
[l = ([n] = [=D)?
Labeled £t Label [T]] with £, how? Already labeled. [ ESTREERY| = ([r] x [[7_2]])J_
Coding trick. [[7_1 _|_7.2]] [[7.1]] N [[7—2]])J_
We ensure expr. always eval to inl. [[ref / 7_]] ref ([[7_]] 61 unit)f)L

ref {1 Label [[t]] with € same trick * [C ¢4 45 7] unit 3 ([7] + unit)*2)+
[Labeled ¢ 7] [7] + unit)*

6l ¢t Gissuspended. so, map it to a thunk.
¢ is bound on writes. Put that on —.
¢, is value label. Label [t with € *



Equivalence

CG—-FG T|-e:t~>[]I-1el: [Tl

Expressions

Translates a well-typed CG-expression (i.e.proofof I' |- e : 1),
into a well-typed FG-expression (i.e. proof of [I'] |- [e]l : [TI).

I'te;1:CGL LT Tz:7hey:CGLL, T
I' - bind(eq,z.e3) : CG 4; £, 7'

N

[T] F €] : (unit L ([7] + unit)‘”‘)L [T],z: [7] F1 €5 : (unit i (['] + unit)e‘))L
[T] F+ A_.case(€, (), z.€4(), y.inr()) : (unit <% ([r'] + unit)%)*




Equivalence

FG — CG [ lnd"’ e:T~>(I)]-(e): (t) ?



Equivalence

FG-CG Tl e:t~>(M)I-(e):Cpe L (1)

Track FG-(pc
With CG-monad



Equivalence

FG — CG [ |--(Pc e:T~>(I)|-(e):Cpe L (1)

Types

All cases trivial (use Labeled), save for one.

T—>eeT

: Function that returns a

monadic computation.

monad confines I/0 of original f.

le is lower bound on writes (like pe).
Put that in C.

Y

(e) boxes everything with tolLabeled,

hence the L.

b

unit
(]7'1[) — C ge il 8 (]7'2[)

(1) x (72)

(1) + (72)

ref ¢ (A)  when 7 = A°
Labeled ¢ (A)




Equivalence

FG — CG [ |--(Pc e:T~>(I)|-(e):Cpe L (1)

Expressions

Fi—pcepz('rlgm)e Uiy 8 95 L N4 L pelJLC £,

FG-app ~

'y p 81 29

o Huge derivation

CG-toLabeled

(T) F (er ez : CG £, L (g) RE

(ex) : CG pc L (71 By 70)")

CG pc L (Labeled ¢ ((m1) — CG 4. L (mq)))
(ez) : CG pe L (1)
(ler er) :CG L. L ()

(]61:‘ 61[) = toLabeled( blnd( blnd( (]61:‘[) 3 xLF.bind( (]6:[[) . .’I?Iblnd( unIabeI(:z:LF) y Lr.IF ."L'I))) . ng.unIabel(ng)) )



Equivalence

CG<FG, Semantics

Last (crucial) step:

e Type Soundness
e Semantics-Preservation

Co-author (Vineet Rajani) did this in a follow-up paper!

e Step-indexed Kripke logical relation
(based on a model of types
in incremental computational complexity).



Summary

IFC in FP crash-course
FG and CG different granularity
FG and CG equally expressive
Proof: semantics- and type-
preserving translation.
logical relations.
Suffices to use CG
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Appendix



Typing judgment: | I',.e: 7

Lz:mibp e:
FG-var ’ b "W = FG-lam

Lxirhpex:T ] ™ )\:r:.e:(rlﬁm'z)L

Thpeer: (5 m) Thpe:n LbEmN\£t LEpcUlCEL,
Fl—pceleg:rg

FG-app

¢
I' e &1 2 T I' by €3 lTQ FG-prod Iy et (11 % ™) L7y S8
T }_pc (61,62) : (T1 X 7'2) r }_pc fst(e) : T

FG-fst

I'Fyat: i
T ke inl(e) : (11 4+ 72) "

FG-inl

Ff-pce:('rl—k'rg)g Tyt 7 psiiges o 7 P,ycerabpaigessr L g Sl

FG-case
I Fpc case(e,z.e1,y.€2) : T

L'l e: 7 L+ pe C pc Ly <y ol S L c
— i FG-sub = \ip FG-ref
Phpee:r I Fpe new e : (ref 7)

Thgse:fref oY LEFr<id LRSS E

FG-deref
I' e 16 7’

T Fpe €1 : (ref 7)° FhpclaiT L7 N (pelud)

I'Fpe €1 := €3 : unit

FG-assign — FG-unitl
I Bye [) > unitt




Typing judgment:

FG-unitl




EG Typing judgment:

Types

Always safe to

- up-classify
information

- weaken the
guarantee (*)

Rule FG-sub: |

-raise T Thpwe:” LlpcCpd LET <7

FG-sub
- lower pe (*) Chpee:r N

Raise T means
- raise structural ¢
- lower T, and in
¢
L= (%)




FG Typing judgment:

Types

Always safe to
- up-classify &

- weaken
I'Fyat: i

Al @'just means T ke inl(e) : (11 4+ 72) "

[}
@E @ Ff-pce:('rl—k'rg)g Tyt 7 psiiges o 7 C,y:mbpages:r L g Sl
I b, case(e,z.e1,y.€2) : T

FG-inl

FG-case

(prevent leaking
context into
result)




FG

Types

Always safe to
- up-classify &
- weaken

AN & (20

FG-lam, why

- no evaluation;
only checking
that ¢ bounds
effects below.

- FG-case, FG-app
put pe into
structural info.

Typing judgment:

Lyz:m g, evm

7 FG-lam
I' by A s {11 —3 T9)*

Thpeer:(m5m) Thpeea:n LEm\{ LEpcULTE,
Fl—pceleg:rg

FG-app




Typing judgment:

(All rules of the simply typed lambda-calculus pertaining to the types b, 7 — 7,7 X 7,7 + 7, and unit are included.)

T'te :Cly bl Tox:7hey:Clz by 7 ¢ L&) 'y ly C {3 b EL
[+ bind(ey,z.€3) : C LUy T’

2 CG-bind

'Fe:r - il R EI—T'<:TCG . I'kFear ——
Thret(e):CT Lr oo The:r . Tk Lb(e) : Labeled £7 ¢

I'+e: Labeled ¢ 7 . I'e: Labeled ¢ 7 — F'ke:ref ¢ 1 S——
TFunlabel(e) :C T £r """  Trnewe:ClL(reflr) ' TFle:CT L (Labeledl’r)

I'key:ref b7 I'F ey : Labeled ¢ 7 . F'e:Ctl r
- CG-assign CG-toLabeled
'ep:=ey:C¥l L unit

'+ tolLabeled(e) : C ¢ L (Labeled ¢’ )
Subtyping judgment:

Lhr<iq! EHECE i o L o LE T4 Ll CH

CGsub-labeled CGsub- d
L Labeled ( 7 <: Labeled ¢/ 7/ 0 00 LFClbr<Cl b1 Sbmond




Typing judgment:

(

F!—elz(CElng F,.’L’IT}_GQZCf3€4T/ fEEl
[+ bind(ey,z.€3) : C LUy T’

ly
CG-bind

I' et

TCHret(e):CT L7 o




Typing judgment:

Subtyping judgment:

up-classify Lrr<:T LHLCH Lrr<:7 LHLCTH LELHLTY

; CGsub-labeled CGsub-monad

& weaken L+ Labeled ¢ 7 <: Labeled ¢/ LFChlr<Cl &1




Typing judgment:

I'Ee:r

TF Lb(e) : Labeled £7 — 0 20!

I'+e: Labeled ¢ 7

CG-unlabel
TFunlabel(e) :CT &7 = ree

T'kFe:Cel T

CG-toLabeled
T F toLabeled(e) : C £ L (Labeled £ 7) ~~ 0200




Typing judgment:

't e: Labeled ¢ 7 N F'e:ref ¢ 7 e it
Fknewe:C/¢ L (ref £ 7) b T'Hle:CT L (Labeled ¢/7) o

I'kej:ref b I'F ey : Labeled ¢ 7
'ep:=ey:C¥l L unit

CG-assign




